Setting Up LPRng on Red Hat 7.1.

This document will explain how to set up the LPRng script on a Red hat Linux Box running Samba, Apache, X windows and printing tools. This box will be a standalone print server just providing print services on the network.

We are using Samba for our installation, because our users are all running Win95 and with Samba installed on the Linux Box it allows them to access the printer as a share in a windows environment.

Apache is used to allow access to the CGI script, through a users browser.

X-Windows is loaded for the sole purpose of setting up the printer on the print server, there are other ways to do this , but this is by far the easiest as RedHat comes with a great printer tool called printtool that only runs on X-Windows. Also basically everyone will be installing RedHat in the X-Windows or Graphical mode.

Section B

This Section explains how to install the printer using printtool.

Section C

This Section explains how to install Samba.

Section D

This section explains how to set up the LPRng script written by Alek O. Komarnitsky (N-CSC) [alek@ast.lmco.com] And how to set up Apache.

Section B

Setting Up the printer.

OK, If you are here I presume you have a working Red Hat 7.1 installation with printers, X windows, Samba and Apache installed.

First we need to get into X-Windows to run printtool, to do this type startx.

Once in X-Windows, open a console window and type in printtool, this should start up the printtool configuration.

Once in printtool click on new

Under Names and aliases give the queue a name (EG: Deskjet970)

Under Queue Type make sure it says local printer, and that the device is /dev/lp0

Select Printer driver and select the correct Printer driver for your printer.

Then Click OK

Now you should have a line in your printtool program showing the printer you have just created.

Click on file and say save changes

Now click on file and say restart LPD You should get a confirmation box saying LPD Restart Succeeded, click OK.

Now click on test and select print postscript test page. You should get an information box poping up saying that a test page was sent to the printer, click OK.

Make sure the printed page printed properly on the printer, then exit printtool, close the console window and exit X-Windows.

Section C

Setting up Samba

If you have got this far I presume you have managed to get through all the other steps and that the printer is working.

In Red Hat 7.1 your Samba setup is in the following directory.

/etc/samba  In this directory you will find a file called smb.conf You need to edit this file. To do this type in vi smb.conf.

There are not many changes to make here, because we are only really going to be using samba to give everyone access to the printer.

I have included my smb.conf  below with comments for you to see what needs to be changed. Please note my configuration allows anyone to print, you may restrict this if you wish.

smb.conf

[global]

# workgroup = NT-Domain-Name or Workgroup-Name

   workgroup = Your Workgroup name here

# server string is the equivalent of the NT Description field

   server string = Samba Print Server

# if you want to automatically load your printer list rather

# than setting them up individually then you'll need this

   printcap name = /etc/printcap

   load printers = yes

# It should not be necessary to spell out the print system type unless

# yours is non-standard. Currently supported print systems include:

# bsd, sysv, plp, lprng, aix, hpux, qnx

   printing = lprng

# Uncomment this if you want a guest account, you must add this to #/etc/passwd

# otherwise the user "nobody" is used

  guest account = pcguest

# this tells Samba to use a separate log file for each machine

# that connects

   log file = /var/log/samba/%m.log

# Put a capping on the size of the log files (in Kb).

   max log size = 0

# Security mode. Most people will want user level security. See

# security_level.txt for details.

# I use Share mode to enable everyone to access the printer without #having to 

# put in a password.

   security = share

# You may wish to use password encryption. Please read

# ENCRYPTION.txt, Win95.txt and WinNT.txt in the Samba documentation.

# Do not enable this option unless you have read those documents

  encrypt passwords = yes

  smb passwd file = /etc/samba/smbpasswd

# The following is needed to keep smbclient from spouting spurious #errors

# when Samba is built with support for SSL.

   ssl CA certFile = /usr/share/ssl/certs/ca-bundle.crt

# Most people will find that this option gives better performance.

# See speed.txt and the manual pages for details

   socket options = TCP_NODELAY SO_RCVBUF=8192 SO_SNDBUF=8192

# OS Level determines the precedence of this server in master browser

# elections. The default value should be reasonable

   os level = 33

# DNS Proxy - tells Samba whether or not to try to resolve NetBIOS #names

# via DNS nslookups. The built-in default for versions 1.9.17 is yes,

# this has been changed in version 1.9.18 to no.

   dns proxy = no 

#============================ Share Definitions======================           

# NOTE: If you have a BSD-style print system there is no need to 

# specifically define each individual printer

[printers]

   comment = All Printers

   path = /var/spool/samba

   browseable = no

   guest ok = yes

   printable = yes

   public = yes


Once you have edited the smb.conf file, save it and exit. We now need to create a user called pcguest for samba, to do this type adduser pcguest.

We also need to add an entry in the hosts file for our local machine

So that on the windows network we will see its name and not localhost as its name.

The hosts file is in /etc

Here is an example of mine.

# Do not remove the following line, or various programs

# that require network functionality will fail.

127.0.0.1
localhost.localdomain
localhost

196.114.115.116
printserver.mydomain.com

This will now list my printserver as printserver under windows network browser.

Now we can start Samba, to do this go to the /etc/init.d/ directory and type in samba restart. You should see an ok if it started up correctly. Now go to a windows workstation and check if you can see the machine on the network.

If you can see the printserver with the printer share then all should be working. Test it by loading the printer driver on a windows workstation and trying to print. Make sure the printer has printed and then continue on to the setup of the Queue management program.

Section D

Setting up LPRng.

Download the tar file lpinfo-2.63.tar

Copy it to the root of your printserver. 

Un-tar the file by typing tar –xvf lpinfo-2.63.tar

This should create a directory called lpinfo-2.63 with all the files underneath.

You can now delete the tar file.

Change to the /lpinfo-2.63 directory.

Once in this directory change to the /lpinfo-2.63/htdocs directory.

Now copy the LPRng directory and all its sub directories to the following directory. 

/var/www/html

To do this from the /lpinfo-2.63/htdocs directory type the following command cp –R LPRng/ /var/www/html/ 

This will copy the web stuff into the correct place.

You can now delete the htdocs directory.

To do this make sure you are in the /lpinfo-2.63 directory, and 

type rm –rf htdocs/ 

Now everything is installed in the correct place we can edit the scripts.

Change to the /lpinfo-2.63/lprng/info Directory. Inside this directory you will find a file called lpinfo.ph edit it.

Please note that the email address of the contact person needs to have a \ in front of it, please put it in.

Here are the lines that need to be changed.

#Root directory where LPRng is installed ... this is used to find

#printcap/lpc/lpq/lpr below (you can manually specify where those are)

$LPRng_root_dir = "/lpinfo-2.63/lprng";

#Directory in "UNIX filespace" where the lpinfo distribution is loaded

$lpinfo_root_dir = "/var/www/html/LPRng";

#This is the same location as above ... but in "web space"

$lpinfo_web_dir = "/LPRng";

#Email address of local support person (or bozo who wrote this!   ;-)

$email_address = "alek\@komar.org";

#-------- These should be fairly boilerplate

#-------- BUT READ THE COMMENTS TO BE SURE!!!!

#Set these to fullpathname where these are found.

#NOTE: set $printcap=NIS if you are using NIS to share printcaps

$printcap = "/etc/printcap";

$lpc = "/usr/sbin/lpc";

$lpq = "/usr/bin/lpq";

$lpr = "/usr/bin/lpr";

That’s all that needs to be changed for it to work, you can modify the rest of the information as you want later once it is up and running.

Save the file after editing it.

Now we need to change to the following directory /lpinfo-2.63/misc

In this directory we need to edit the checkq file.

Here are the lines you need to change in this file.

#!/usr/bin/perl

#^^^^^^^^^^^^^^^^^^^^ Update pathname appropriately to where you have #Perl installed

# And update the path below of the configuration file as appropriate.

$lpinfo_ph = "/lpinfo-2.63/lprng/info/lpinfo.ph"; 

Save the file.

Now we need to change to the /var/www/html/LPRng/cgi-bin directory

In this directory vi the lpinfo file.

Here are the lines you need to change to make it work.

#!/usr/bin/perl

#^^^^^^^^^^^^^^^^^^^^ Update pathname appropriately to where you have #Perl installed

# And update the path below of the configuration file as appropriate.

$lpinfo_ph = "/lpinfo-2.63/lprng/info/lpinfo.ph";

Save the file after you have made the changes.

Now edit the lpinfo_lprm file in the same directory.

Here are the lines you need to make it work.

#!/usr/bin/perl

#^^^^^^^^^^^^^^^^^^^^ Update pathname appropriately to where you have #Perl installed

# And update the path below of the configuration file as appropriate.

$lpinfo_ph = "/lpinfo-2.63/lprng/info/lpinfo.ph"; 

Save the file.

Now we need to change to the /var/www/html/LPRng/admin/cgi-bin directory.

First we have to chmod 755 the following files: lpinfo_lpc_suid

And lpinfo_lprm_suid, and suid.ph, and the .htaccess file.

As all these files do not currently have write access and we need to edit them.

To chmod the files type in chmod 755 lpinfo_lpc_suid do the same for the other files.

Now we edit the lpinfo_lprm_suid file. 

The following lines need to be changed.

#!/usr/bin/perl

#^^^^^^^^^^^^^^^^^^^^ Update pathname appropriately to where you have #Perl installed

# And update the path below of the configuration file as appropriate.

$suid_ph = "/var/www/html/LPRng/admin/cgi-bin/suid.ph";

Save the file

Now edit the lpinfo_lpc_suid file

Here are the lines that need changes.

#!/usr/bin/perl

#^^^^^^^^^^^^^^^^^^^^ Update pathname appropriately to where you have #Perl installed

# And update the path below of the configuration file as appropriate.

$suid_ph = "/var/www/html/LPRng/admin/cgi-bin/suid.ph";

Save the file.

Now edit the suid.ph file. Here are the lines that need to be changed.

$lpc = "/usr/sbin/lpc";

$lprm = "/usr/bin/lprm";

Save the file.

And now we edit the .htaccess file.

Here is what your file should look like.

AuthUserFile /var/www/passwd

AuthGroupFile /var/www/group

AuthName "Printer Admin" 

AuthType Basic

<Limit GET POST>

require group lprngadm

</Limit>

Save the file. 

Now change all the permissions back the way they were chmod 555 all the files whose permissions we changed before.

Change to the /var/www/html/LPRng/admin directory. Change the permissions of the .htaccess file in this directory  to 755 and edit it. Make it the same as the .htaccess file above. Save it and change the permissions back to 555.

Now change to the /var/www directory.

Create a new file called group, do this by typing vi group.

Here is what your file should look like.

lprngadm:yourusername1 yourusername2

Note: Change the yourusername1 etc.. to the user names you will use.

Save the file.

Now we need to create the passwords for the users in the group file we just created.

The command to do this is htpasswd –c /var/www/passwd yourusername1 (Where yourusername1 is the user you will log in as)

The c switch on this command is only used the first time to create the passwd file, once it is created and another user password needs to be added you do not need to use the c switch.

An example of what your passwd file will look like.

yourusername1:SpOw6tizMsqOA

yourusername2:iMWszQ5P/moH2

Now we need to make the changes to Apache. Change to the following directory. /etc/httpd/conf

Edit the httpd.conf file in this directory.

Here are the lines that will needed to be changed to get it working.

#

# ServerName: allows you to set a host name which is sent back to #clients for

# your server if it's different than the one the program would get #(i.e., use

# "www" instead of the host's real name).

#

# Note: You cannot just invent host names and hope they work. The name #you 

# define here must be a valid DNS name for your host. If you don't #understand

# this, ask your network administrator.

# If your host doesn't have a registered DNS name, enter its IP address #here.

# You will have to access it by its address (e.g., #http://123.45.67.89/)

# anyway, and this will make redirections work in a sensible way.

#

ServerName (Print Server IP here)

# These lines have been added for LPRng. This allows for CGI Files

# to be executed in the directory below and takes security settings

# from the .htaccess file.

ScriptAlias /LPRng/admin/cgi-bin/ "/var/www/html/LPRng/admin/cgi-bin/"

<Directory "/var/www/html/LPRng/admin/cgi-bin">

    AllowOverride All

    Options ExecCGI FollowSymLinks

    Order deny,allow

    Allow from all

</Directory>

ScriptAlias /LPRng/cgi-bin/ "/var/www/html/LPRng/cgi-bin/"

<Directory "/var/www/html/LPRng/cgi-bin">

    AllowOverride All

    Options ExecCGI FollowSymLinks

    Order allow,deny

    Allow from all

</Directory>

Make the changes, and save the file.

Now change to the /etc/init.d directory and restart the httpd daemon.

The command to do this is ./httpd restart.

Make sure it is up and running by going to a workstation, and opening the browser window and typing http://(the ip address of your server here)

Now the last thing to do is edit the permission file for the Line printer daemon lpd.perms.

Change to the /etc directory.

Under this directory edit the lpd.perms file.

There is only one line that you need to comment out here, to make it work. This line allows anybody to have access to the queue. If this is not strict enough for your setup you can change the file to only allow the machine or user you want to be able to delete jobs. But seeing as access to deleting jobs from the queue will only be allowed to the admin user who needs a password and logon I don’t think you really need to worry about it, unless your setup is really strict.

Here is the line I commented out.

# reject all others

#REJECT SERVICE=C

Once this is changed, restart the lpd daemon in the /etc/init.d directory type ./lpd restart.

And that is that, everything should be configured and working!

To access the queue via the webscript go to a workstation and open the browser, type in the Print servers IP address in the URL. With a /LPRng

Behind it, and you should get the intro page created by Alek.

EG: http://196.14.15.16/LPRng 

If you click on the admin button you should be prompted for a password and login name, these will be the names you created in the /var/www/passwd file and the /var/www/group file.

Once you have entered the user name and password it should take you to a new screen saying Admin mode on for user (and give your username you logged on as).

Once in Admin Mode you have full control of the print queue, you can restart it, delete jobs etc, all without ever having to leave your desk!

The End
